BROADSTONE ((C

MIDDLE SCHOQOL

24™ May 2024
Dear Parents and Carers,
Safeguarding Issue around Whatsapp and other online platforms

This week we have been made aware of a number of children using WhatsApp, SnapChat and TikTok
to communicate with each other using inappropriate language.

We encourage all parents to monitor their children’s use of their phone and certainly social media
closely. Although you may feel that your child is sensible with their phone, there is always a chance
that they may see or be part of a chat or group that is not appropriate for them. We would also like
to remind you that Whastapp is not just a messaging service, it is also a social media platform with a
minimum age requirement of 13+, though the NSPCC suggests use from 16.

The WhatsApp FAQ website has plenty of useful information about how to manage settings to support
with keeping your children safe if you permit them to use this app. https://fag.whatsapp.com/ | have
also attached some single-page guides that may be useful for you from the National Online Safety

website regarding the use of WhatsApp, TikTok and SnapChat.

We advise children to express when they feel uncomfortable around what is being communicated by
speaking to you at home and us at school. It is also important that they understand that they can leave
group chats if they are concerned about the content.

If you would like any support or guidance around the use of social media platforms please do not
hesitate to contact us.

Kind Regards,

b _f-\: .z" ) ;
.‘J.j?":h_l_\_, A

Dawn Wilks
Executive Headteacher
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At Mational Online Satety, we believe in empowering porents, carers and trusted adults with the Information to hold an informed ersation cbout online safety with
feel it is needed. This guide focuses on one of many apps which we beileve trusted adults should be aware of. Please visit www.noti

helr children, should they
onlinesclety.com for further guides, hints and tips for odults.

WhatiParentsidiCarersiNeedjto,know about

Snapchatis an instant mossugln? app which allows users to send Imugos videos and texts'to
people in their friends’list. One of Snapchat’'s uniquelfeatures is that pictures and messages
‘disappear’ 24 hoursiafter they've been viewed; howeyver, this content isn’t as temporary as many
believe - with some users saving screenshots or usln? another device to take a photo of their
screen. This year; snapchm added 'My Al": a customisable chatbot with which people can chat and
share secrets, as well as asking for advice andEuggestions of places to visit
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Snapchat’s new chclw.
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INAPPROPRIATE CONTENT " VISIBLE LOCATION

Some videos and posts on Snapchat S Map highlights o d )
nnn‘!tultoblolor”hlldm 1 "°P ap highlights o device’s
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TURN OFF QUICK ADD (‘ ' CHOOSE GOOD CONNECTIONS DISCUSS Al

The Quick Add feature helps Roople In 2021, Snapchat rolled out Although Al's responses can often lve
find each other on the app. | anew m!oty feature: users can the impression that it's a real person,
function works based on mutual now receive notlﬂcuﬂom reminding essentiol that xoung people remember hl:
friends or whether somecne’s them of the r ance of maintaining certainly isn’t the case. Encouruge our child Q ,
number is in {our child’s contacts list. Explain ccnmtlom with people they actuall to !Mnk critically about My Al's replies to B
to your child that this could pot ﬁully make know well, as capposod to strangers. This their guestions: are they accurate and - ,
their profile visible to strangers. We recommend ‘Frisnd Check p' encourages users to reliable? Remind them that My Al shouldn't
that your child turns off Quick Add, which can by delete connections with users that thor replace chatting with their real friends, and
done in the settings (accessed via the cog icon). rarely communicate with, to maintain their that it's always better to talk to an actual

online safety and privncy. person In relation to medical matters.

CHAT ABOUT CONTENT KEEP ACCOUNTS PRIVATE BE READY TO BLOCK AND REPORT

It may feel like an owkwaord conversation Profiles are private b d-fcult, but children If a stranger does connect with your child
(and one that yoyng eople can be may make them rub ic to gain more on Snapchat and begins to make them
rolucmm to hov' but it's im) ant to talk followers. Sng ries ore vlllbla to everyone feel uncomfortable through bullyi
openly and nol udgtmonla ly about unlnx gour child adds, unless they change the settl sure to send explicit images or y
R'mlnd our chl d that onc: ething's on n ShapMaps, th ir |occnlon is vl e unless Ghost sending sexual images to them, your child
the crector loses control o where it onda Mode is enabled (again via settin 9: It's soies( not can select the three dots on thot sON's

and who olse sees It. Likewise, It's vital to add °°P'° your child doesn't know in real life ~ proﬂ nd report or block them. There are
children understand that some choﬂmgu which “‘P'c since the addition of My Places, which s to state why they're reporting that user
become rog«lar on the platform may have Snapchat users to see where your child ?annoylng or malicious messages, spam, or
potentiaflly harmtul consequences. reguiarly visits and checks in.

masquerading as someone else, for example).

Meet Our Expert Ny . Natlonal

aire Sutheriand s an online sofety con:

searchar Who has developed and implemented anti-bullylng ! | n I ' n e
and cyber safety policies for schools. She has written various

academic papers ond carried out research for the Austraiion / s afet y
government comparing intemet use and sexting behaviour of /
T

yoling peopie in the UK, USA and Australia #wakeu pwednesdas
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Users of this guide do so at their own discretion. No liability Is entered Into. Current as of the date of release: 17.05.2023

Uunyeats Koad, broadstone, oie, Vorset, ¢

112072 696121

schooloffice@broadstonemiddie.poole.sch.uk
www,. bmsweb,co.uk - 4



b
) ERO
; 1

BROADSTONE ((

sy sh

¥
.v. :
o AT .
g ’ / \
-
A ATLIR 2
DD ) T
R 4
i { el
i g
] 0
{ - 02 14
B ~ . -
- 5 -

Junyeats Road, Broadstone, Poole, Dorset, BH

01202 696121
schooloffice@broadstonemiddie.poole.sch.uk

www.bmsweb.co.uk

by
,v
e o
.
89
S

3 BA



BROADSTONE

Qtiono
O » - ]
—
1fe
I = - “e - »

e
UK UK b
U ¥ 2 N ¥ ¥ {l ¢ ¥ O G 1
f gme ends and {a » g q ) ( Teils ( e
3 Cl ( ) 1) ¥ U 0 E5E
app e aryl Se = (] ad 1 app H \ " D 2
£ (] [) N . 1) gLt e v die o
' ( O - ad s 1) U A A '
? P
19 DO PT FR D REQUES 7 0 0 ES
'l. L . ' U g% o O D
2 R RE YOUR PERSO! OR 0 8 J 2 v o
PEOP DU DO ¢ ?
3 f—“) 2 K o> DU ARE OLD
DO » RR 5 PHOTOS
= 0 0
OR VIDEDS OF © RS O
di
-

12 F. J YOUK IK D AU U

B

=

o
'<:a¢2‘

ok
¥

(:34))

Fred I s

@
&
&
B
PRt

P
<«
B
-]
sy

@0 wwwnationalonlinesafety.com  Twitter -@natonlinesafety  Facebook - NationalOnlineSafety
b ol i nidny

Dunyeats Road, Broadstone, Poole, Dorset, BIH18 BAE
01202 696121 ..ﬂ"-'l""v«

schooloffice@broadstonemiddie.poole.sch.uk

www.bmsweb.co.uk ‘



